Chapter 3 Summary – Symmetric Computer - Based Cryptology

· Symmetric cryptosystems – sender and recipient have the same key

· Stream ciphers – individual symbols (bits) are enciphered in a “stream” as they are transmitted

· Block ciphers – groups or blocks of symbols (bits) of a given length are enciphered to produce blocks of ciphertext that are then transmitted. 

Binary Vigenere and One-Time Pad
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k=k0k1…km-1 – keyword (m bits) and x = x0x1….is a stream of plaintext, the ciphertext is:

yi = (xi + k i mod m ) (mod 2)        i = 0,1,2….

xi = (yi + k i mod m ) (mod 2)        i = 0,1,2….

Example 1: (encryption) 

k = 1101

Plaintext:           1111   0011   0001   1100

Key :                1101   1101   1101   1101

--------------------------------------------

Ciphertext:        0010  1110    1100   0001

Example 2: (decrytpion)

k = 00101011

key:                      00101011    00101011

ciphertext:             01100110    01101110

-------------------------------------------

plaintext:               01001101    01000101

01011101 = 0*2^7 +1*2^6+0*2^5+0*2^4+1*2^3+1*2^2+0*2^1+1*2^0 = 64+8+4+1 = 77 – ASCII value of M

01000101 = 69 – ASCEE value of E

One – time pad:

· The keyword is as long as plaintext

· The keyword is a string of random bits

Block Ciphers

Desirable features (Menezes, van Oorschot, and Vanstone):

· Each bit of ciphertext should depend on ALL bits of the key and ALL bits of the plaintext

· There should be no evident statistical relationship between plaintext and ciphertext

· Altering any singe plaintext or key bit should alter EACH ciphertext bit with probability ½

· Altering a ciphertext bit should result in an unpredictable change to recovered plaintext

DES, AES, IDEA (International Data Encryption Algorithm) – block ciphers

Example: 

S(x) 

	     X1X2X3
	S(X1X2X3)

	000
	11

	001
	01

	010
	00

	011
	10

	100
	01

	101
	00

	110
	11

	111
	10


X1X2X3X4  - 4 – bit block of plaintext

K1K2K3 – 3-bit key

T1T2 = S(X3X4X3 ( K1K2K3)

U1U2=X1X2 ( T1T2

E(X1X2X3X4, K1K2K3) = X3X4U1U2

E can be inverted: given a ciphertext Y1Y2Y3Y4 and key K1K2K3

T1T2 = S(Y1Y2Y1 ( K1K2K3)

U1U2 = Y3Y4 ( T1T2

D(Y1Y2Y3Y4, K1K2K3) = U1U2Y1Y2

( - the exclusive or function

x = x1x2..xn

k=k1k2..kn

x ( k = (xi + ki ) mod 2,         i =1, 2, ….n

To encrypt, apply E several times. Each application of E is called a round. 

To decrypt, apply D an amount of times that E was applied. 

Y = E(E(E(X,K),K),K)

X= D(D(D(Y,K),K),K)

Feistel Networks: (design of block ciphers)

Shannon’s Principles that should be followed to design computationally secure cryptosystems:

· Confusion – the relation between the key and the ciphertext is complex as possible  

· Diffusion - spreads the influence of a single plaintext bit over many ciphertext bits.

To accomplish these goals, we will employ Feistel Function. 

Example: 

Consider 3 – bit key k1k2k3 and 2-bit plaintext x = x1x2

fk1k2k3 (x1x2) = ((1+k1*x12 +k2*x1*x2) mod 2)((k12*x1*x2 + k3*x22) mod 2)) 

Fk1k2k3 (x1x2x3x4) = (x3x4) || (x1x2 ( fk1k2k3 (x3x4)), where || denote concatenation of the two strings

F is invertible. To find F-1 do the following:  

1. y1y2y3y4 =   (x3x4) || (x1x2 ( fk1k2k3 (x3x4))

2. y1 = x3, y2 = x4 , y1y2 = x3x4

3. y3y4 = x1x2 ( fk1k2k3 (y1y2)

4. apply (( fk1k2k3 (y1y2)) from the both sides: y3y4 ( fk1k2k3 (y1y2) = x1x2

5. F-1 (y1y2y3y4) = (y3y4 ( fk1k2k3 (y1y2)) || y1y2

In general, if fk(x) is a Boolean function with n-bit x and m-bit key k, we will define Feistel Function Fk(x) to be the function of 2n-bit x and m-bit k as follows:

 Fk ( x ) = R ( x )  ||  ( L ( x ) (  fk ( ( R ( x ) ),  Fk-1( y )  = (  R ( y )  (  fk ( L ( y ) ) || L(y) , where L(x) denotes left n bits of x, and R (x) denotes right n bits of x.  

Hash Functions:

Efficiently evaluated function that takes an input string of arbitrary length and produce the string of fixed length, called a hash value or message digest.  The message digest can be encrypted to produce a digital signature.

Way of checking if the message has been manipulated or corrupted in transit or storage.

Sender, recipient, and opponent all know H – has function. Has function generates the error detecting code. 

Manipulation detection will be successful only when the hash value is transmitted before the message itself. 

Denote Hash Function by H, requirements:

1. one-way: for a given hash value v in should be infeasible to find a message x such that H(x) = v

2. it should be weakly collision resistant: given hash value v and message x it should be computationally infeasible to find another message y such that H(y) = v

3. it might be strongly collision resistant: it is computationally infeasible to find two different messages x and y such that H(y) = H(x) 

Example: 

For a given message x: 

1. group the letters into five-letter blocks

2. calculate the v = y1y2y3y4y5 = H(x) as follows: 

y1 = x1 + x6 + x11+….(mod 26), y2 = x2 + x7 + x12 +…(mod 26), y3 = x3 + x8 +…(mod 26), y4 = x4 + x9 +…(mod 26), y5 = x5 + x10 +…(mod 26)

Example:

Define the function f as follows: 

f (x1x2x3x4x5x6x7x8) = x2x1x4x3x6x5x8x7

let’s m to be a message, m=m1m2m3….mk, where mi is the 8-bit block 

we apply f in CBC mode (Cipher Block Chaining Mode) 

c1 = f ( m1)

c2 = f(c1 ( m2)

c3 = f(c2 ( m3)

……

ck = f(ck-1 ( mk)

and we will define the Hash Function H as follows H(m) = ck

for k = 3, we have 2^24 different possible plaintexts and 2^8 = 512 different hash values. 

Hash functions are selected so that their values will be essentially uniformly distributed for the population of expected messages: if there are M possible messages and z is a k-bit has value, the probability of an adversary guessing a message that hashes to z is about 1/(2^k). 

Secure Hash Standard k = 160

MD4 – hush function, forth in the series of message digest algorithms (Rivest 1990), MD5 – the new version of MD4.  

Secure Hash Standard (SHS) – k = 160 (produces 160 – bit value)

Keyed Hash Functions, MAC – message authentication code (signature)

· Hash value depends on a secret key shared only by sender and recipient

· Short fixed length keyed has value is called MAC or signature

Example (any block cipher can be used to generate a MAC)

If Fk(x) is a block cipher and two parties share a key k and an initial value I, then one party can obtain a MAC from a message 

m = m1m2m3…,mn as follows:

c(1) = I

c(i) = c(i-1)  ( Fk(mi), I 2, 3, …n

hk(m) = cn - MAC.

Specific Example: I = 0101,  k = 110,  m = 1101 0010 1001 0110 

E(x,k) as defined above in the example of block cipher. Fk(x) = E(E(E(x,k),k),k)

