Practical Cryptology
Lecture 3
Division Principle:
· Definition: Let m be a positive integer and let b be any integer. Then there is exactly one pair of integers q (quotient = b/m) and r satisfying 0 ≤ r < m (r is called a remainder, r = b % m) such that b = q* m + r

· examples: 17  = 3*5 + 2 (b = 17, m=5, q = 3, r = 2) , 12 = 3*4 + 0, 

-8 = -3*2 + 1 (b = -8, m = 2, q = -3, r = 1)
· If b is a positive number, the following simple rule can be applied: 

     If r = b mod m, then m – r = -b mod m.  

     Examples: 17 mod 5 = 2, -17 mod 5 = 5 – 2 = 3, (-17 = -4*5 + 3)

 

8 mod 3 = 2, -8 mod 3 = 3 – 2 = 1 (-8 = -3*2 + 1)

· Theorem 1: if a, b, c, m are integers, with m > 0 , such that a ≡b (mod m) then:

· a+ c ≡ b + c (mod m)

· a – c ≡ b – c (mod m)

· ac ≡ bc (mod m)

· Theorem 2: if a, b, c, d, and m  are integers such that  
a ≡ b (mod m) and c ≡ d (mod m) then ac ≡ bd (mod m)
Affine Cipher:
1. The formula to convert the Plaintext letter (P) to the Ciphertext letter (C) is 

C = aP+b (mod 26), where (a, 26) = 1(a is relatively prime to 26 – the only common divisor is 1), 0 ≤  b ≤  25.

There are 12 choices for a, and 26 for b, giving a total of 12*26 = 312 transformations of this type.
Example: a = 7, b = 10, C = 7P + 10 (mod 26)
	Plaintext
	A 
0
	B
 1
	C
 2
	D 
3
	E 
4
	F
 5
	G 
6
	H
 7
	I 
8 
	 J 
9
	K 
10
	L
 11
	M
 12

	Ciphertext
	K 10
	R 17
	Y 24
	F

 5
	M 12
	T 19
	A 

0

	H 

7
	O 14
	V 21
	C 

2
	J 

9
	Q 

16


	Plaintext
	N 13
	O 14
	P 15
	Q 16
	R 17
	S 18
	T 19
	U 20
	V 21
	W 22
	X 23
	Y 24
	Z 25

	Ciphertext
	X 23
	E 

4
	L 11
	S 18
	Z 25
	G 

6
	N 13
	U 20
	B 
1
	I 

8
	P 15
	W 22
	D 

3


Encrypt: please send money


  Cipher text: LJMKG MGMFX QEXMW

2. The case C = kP (mod 26) (b  = 0) is called Decimation Cipher.

See page 70 for the example for k = 3

A → A, B → D, C →  G, …

 
Decipher the following text and find a key:

CFQGE KAZEMF ZMAGVMC NMO VYSV 
Solution:  M occurs 4 time in the Ciphertext – the most. Since E is the most common letter, we will make a tentative assumption that Ciphertext M (12) corresponds to the Plaintext E (4).   
We need to solve the following equation: C = kP (mod 26) to find k

For E and M we get: k*4 ≡ 12 (mod 26) , there are 2 solutions in the range 1 to 25,  k = 3 and k =16 (not good)

To find the plain text we need to solve the following equations:

To find the plaintext for the letter C (2): 2 ≡  3*P (mod 26)
3*9 ≡ 1 (mod 26), 9 is a multiplicative (modular) inverse of 3 modulo 26.

27 ≡  1 (mod 26)

27*x ≡  1*x (mod 26)

if we will multiply 2 ≡  3*P (mod 26) by 9 we will get

9*2 ≡  3* 9*P (mod 26)

18 ≡  27 P ≡  P (mod 26)

it means that P is 18

it means that the letter S (18) is a plaintext that corresponds to the ciphertext C (3)

decrypted message: STOC MARKET REACHES NEW HIGH

Frequency table of English:

	Letter
	A 0
	B

 1
	C

 2
	D 

3
	E 

4
	F

 5
	G 

6
	H

 7
	I 

8 
	 J 

9
	K 

10
	L

 11
	M

 12

	frequiency 

in %
	7
	1
	3
	4
	13
	3
	2


	3
	8
	< 1
	<  1
	4
	3


	Plaintext
	N 13
	O 14
	P 15
	Q 16
	R 17
	S 18
	T 19
	U 20
	V 21
	W 22
	X 23
	Y 24
	Z 25

	Ciphertext
	8
	7
	3
	<1
	8
	6
	9
	3
	1
	1
	<1
	1
	<1


3. A multiplicative inverse of an integer a modulo m is an integer b 

such that ab ≡ 1(mod m) (the solution exists if and only if (a, m)  = 1,  a and m are  relatively prime). We denote inverse of a by a-1
Example: 2-1 = 3 (mod 5)
4. An inverse of Affine Cipher is: P = a-1(C – b) (mod 26), where a-1 is a   

    multiplicative inverse of a (mod 26). 
