Practical Cryptology

Lecture 4

1. A multiplicative inverse of an integer a modulo m is an integer b such that 
    ab ≡ 1(mod m) (the solution exists if and only if (a, m)  = 1,  a and m are  relatively   

    prime). We denote inverse of a by a-1
Example: 2-1 = 3 (mod 5) (3 is a multiplicative inverse of 2 (mod 5))
                 2-1 = 8 (mod 5) (8 is a multiplicative inverse of 2 (mod 5))


         2-1 = -2 (mod 5) (-2 is a multiplicative inverse of 2 (mod 5))


         2-1 = 13 (mod 5) (13 is a multiplicative inverse of 2 (mod 5))

     ………………………..

         all of these inverses are congruent to 3 (mod 5), thus 2-1 = 3 (mod 5)
 Example:  5-1 = -5 (mod 26)
       5-1 = 21 (mod 26)

2. An inverse of Affine Cipher C = aP +b (mod 26) is: P = a-1(C – b) (mod 26), 
    where a-1 is a multiplicative inverse of a (mod 26). 
3. Theorem: Let a, b, c, d, e, f, and m be integers, m > 0, such that (D, m) = 1, 
     where D = ad – bc. Then the system of congruences 


ax + by ≡  e ( mod m)


cx + dy ≡  f (mod m)

     has a unique solution modulo m, given by:


x = D-1 (de – bf) (mod m)


y = D-1 (af - ce) (mod m)

Example: Solve the following system
1. 4x  +  y ≡  11 (mod 26)
    
    19x + y  ≡ 20 (mod 26)
      
Solution: D = 4 – 19 = -15. -15 ≡ 11 (mod 26), (11, 26) = 1

We need to find a multiplicative inverse of 11 (mod 26), it’s 19 (check!)

 
x = 19*(11  - 20) = 19*(-9)  = -171 = 11 (mod 26)
 
y =  19*(80 – 209) = - 2451 = 19 (mod 26)
4. Determine the decryption key for an affine cipher with encryption:

a. C = 3P + 7 (mod 26)

b. C = 11P + 5 (mod 26)

c. C = 7P + 3 (mod 26)

d. C= 13P + 16 (mod 26) 
5. Decipher the text that was encrypted using Affine Cipher: C = aP + b (mod 26)
    SUYMC PTTWC MLCPU FRRUG KCPWI TJQMA Q (textbook p. 77)
