Practical Cryptology

Lecture 1

Terminology 

In Greek Crypto means “secret, hidden”

· Cryptography deals with the design and implementation of the secrecy systems, the goal of cryptography is keeping secrets

· Cryptoanalysis deals with breaking secrecy systems

· Cryptology is applied to cryptography, cryptoanalysis, and the interaction between them 

· Plaintext the original message that is to be changed into a secret form

· Cipher, Cryptosystem, Encryption Method is a procedure for converting the plaintext message into encrypted message - ciphertext
· Decryption - the process that conducted by the intended receiver to recover original message (plaintext) from the encrypted message (ciphertext)  

· Key - keeps the message secret

· Symmetric Cipher – knowledge of encryption key is equivalent to knowledge of the decryption key, or the same key is used for encryption and decryption.

· Asymmetric Cipher – the knowledge of encryption key give little information about the decryption key and vice versa 

Basic Communication Scenario:
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· Encryption method is known to all parties: Yana, Guy and Michal

· Key keeps the message secret

· Yana encrypts the message using an encryption key

· Guy decrypts the message using a decryption key

Michal’s goals:

· Read the message

· Find the key and read ALL messages encrypted with this key

· Corrupt Yana’s message (integrity)

· Masquerade as Yana, and communicate with Guy even though he believes he is communicating with Yana (authentication)

An Attack on a cryptosystem is an attempt to decrypt encrypted message without knowledge of the decryption key. There are four basic sorts of possible attacks:

· Ciphertext only:  Michal has only a fragment of the encrypted message, two levels of attacks: to decrypt the specific message, or to obtain the key and to be able to decrypt all subsequent messages

· Known plaintext: Michal has a copy of the ciphertext and the corresponding plaintext. The goal is to deduce the key

· Chosen plaintext: Michal gains the access to the encryption machine, she doesn’t have a key, but she can use the some number of the plaintexts and corresponded ciphertexts, the goal is to deduce the key

· Chosen ciphertext: Michal gains the access to the decryption machine.  

Simple Ciphers Examples:

· Caesar Cipher – example of the Shift Cipher – entire alphabet is shifted (or rotated) by 3 letters. The last three letters are shifted to the first three letters of the alphabet. 

	plaintext
	A

0
	B

1
	C

2
	D

3
	E

4
	F

5
	G

6
	H

7
	I

8
	J

9
	K

10
	L

11
	M

12
	N

13
	O

14
	P

15
	Q

16
	R

17
	S

18
	T

19
	U

20
	V

21
	W

22
	X

23
	Y

24
	Z

25

	ciphertext
	3

D
	4

E
	5

F
	6

G
	7

H
	8

I
	9

J
	10

K
	11

L
	12

M
	13

N
	14

O
	15

P
	16

Q
	17

R
	18

S
	19

T
	20

U
	21

V
	22

W
	23

X
	24

Y
	25

Z
	0

A
	1

B
	2

C


The encryption process: C = P + 3 mod 26,    where 0 ( C (  25

The decryption process: P = C – 3 mod 26,    where 0 (  P  (  25

Example: (convention: plaintext – lowercase letters, ciphertext – uppercase letters) 

1. Encrypt the following message: students love cryptology

2.  Decrypt the following message: WKLVL VKRZZ HGHFL SKHU (letters grouped by 5)

· General Shift Transformation Cipher : C = P + k mod 26,    where 0 ( C (  25, k is a key representing the size of the shift
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