The RSA Public – Key Cryptosystem

· Preparation Step – Alice

· Selects two primes p and q

· Calculates

      m = pq


n =  ( p – 1 ) ( q – 1 )

· Selects e that relatively prime to n, gcd (e, n ) = 1

· Finds the multiplicative inverse of e mod n. Denotes the multiplicative inverse by d: ed ( 1 (mod n)

· Publishes e and m – this is the public key

· Encryption – Bob – the plaintext is number x (0 (  x  (  m -1) (gcd (x, m) =1))

· Ciphertext y is calculated as follows: y = xe mod  m

· y is sent to Alice

· Decryption – Alice

· Alice receives the ciphertext y

· Calculates yd mod m  and this is a plaintext x, so the final formula is: x ( yd ( mod m ) 

· Why is it working?  

· e-1  ( d  ( mod n ) means: ed ( 1 (mod n) means: ed = 1 +  kn  = 1  + k ( p -1 )( q -1 ) ( for some integer k )

· yd ( (xe mod  m )d ( xed ( x 1 + k(p-1)(q-1) ( x (mod m)  (Theorem 4.3.2 from your textbook,  x has to be relatively prime to m = pq)

· Example: 

· Alice: preparation: p = 5, q = 7, m = 35, n = 24

· e = 5, gcd ( 24, 5 ) = 1

· d = 5 ( 5*5 = 25 ( 1 (mod 24))

· Bob: decryption: x = 2

· y = 2^5 mod 35 ( 32 mod 35

· Alice: decryption: x ( y ^ d mod m = 32 ^ 5 (mod 35) = 32 ^ 4 * 32 ^ 1 (mod 35) ( 11 * 32 (mod 35) ( 2 (mod 35)
· The Theory:

· Exponentiation rules:

if a ( b (mod m) then 
· ae ( be (mod m)
· ae+d ( ae ad (mod m)
· (ad)e ( aed (mod m)
· Fermat’s Little Theorem: Let p be a prime number.

· If a is relatively prime to p, then ap-1 (  1 (mod p)
· ap ( a (mod p) for any integer a.
· Examples: a = 86 and p = 97, (gcd (97, 86) =1) then 8697 ( 86 (mod 97)
· Theorem (4.3.2 p. 280):  Let p and q be distinct primes
· If a is relatively prime to pq, then ak (p-1) (q-1) ( 1 (mod pq), where k is any integer

· For any integer a,  ak (p-1) (q-1) +1 ( a (mod pq)
· Example: p = 3, q = 2, pq = 6, a = 7 (gcd(7,6) = 1 ), then 72 ( 1 (mod 6)
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