Steve and Lakhbir
CSCI 391

Definitions
Q: Explain what is Hacking of Large Databases to Gain Personal Identity Information?

      Most external hacks of databases occur because of flaws in web applications that link to those databases.
· What is Hacking?

· Hacking is unauthorized use of computer and network resources. 

· Can be used in good and bad way.

· Good: if done by request and under a contract between an ethical hacker and an organization.

· Bad: if done without any contract or permission

· What is Database Security?

· Database security is the system, processes, and procedures that protect a database from unintended activity. The information includes date of birth, SSN etc. 
· What is personal Identity Theft?

· It occurs when someone steals key pieces of personal information to gain access to a person’s financial accounts.

Examples:
In 2005: 

-   Company named Reed Elsevier announced that hacker had compromised its massive database, stealing information on more than 

    300,000 people. 



-   Check point, keeper of more than 19 million public records, revealed that hackers stole data on more than 147, 000 consumers. 
-   Visa USA and American Express announced that they terminating their contract with Card System Solutions after a hacker accesses as        many as 40 million credit card numbers.
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