Practical Cryptology
· Substitution Cipher – rearrangement (permutation) of the alphabet
· Mixed alphabets with keywords
Example: use the keyword NATURAL to mix the alphabet and encrypt the message: my name is yana

Solution: 
            NATURAL without repletion: NATURL
            Plain:     a  b  c  d  e  f   g    h    i    j    k   l    m  n  o   p  q   r   s  t  u  v  w  x  y  z

            Cipher:  N A T U R L  B    C  D   E   F  G   H   I  J   K  M O P Q S  V W X Y Z

HY INHR DP YNIN


Decipher the following message: IDTR UNY QJUNY that was encrypted by 

            the substitution cipher with the keyword NATURAL
· Mixed Alphabets with Columnar Transposition
Suppose that the keyword again is NATURAL 


N  A  T  U  R  L

B  C   D  E  F  G


H   I   J    K M O

P   Q  S   V W X

Y   Z


Plain:     a  b  c  d  e  f   g    h    i    j    k   l    m  n  o   p  q   r   s  t  u  v  w  x  y  z

Cipher:  N B H P Y A  C    I    Q  Z   T  D   J    S U  E   K V R F M W L G O X
· Transposition Cipher – shuffling around the plaintext suitably 

· Rail fence cipher (simple transposition)

Example: encrypt the following message: 

crypto and mathematics are friends
Solution:
 C  Y  T   A  D  A  H  M  T  C  A  E  R  E  D
   R  P  O  N  M  T  E   A   I   S  R   F  I   N   S
Ciphertext:  CYTADASHMTCAEREDRPONMTEAISRFINS
Decipher the following message: MKHSELWYAEATSOL

· Columnar Transposition:
Suppose that the sender and receiver agree to use 4 column transposition cipher.
Encrypt the message: crypto and mathematics are friends
CRYP
TOAN
DMAT
HEMA
TICS
AREF
RIEN
DS

Ciphertext: CTDHTARDROMEIRISYAAMCEEPNTASFN


Length = 30, 30 = 4* 7 + 2 

To decipher: divide the cipher text into 4 groups, first two groups – 8 letters each

            and last two groups – 7 letters each. Write first 8 letters in the first column,  

            next 8 letters in the second column, next 7 letters in the third column and the last 

            7 letters in the forth column.

            In general: n = qc + r, n – the length of the cipher text, the receiver will decipher 

            by constructing r columns of (q+1) characters and c-r columns of q letters.


Decipher: suppose a columnar transposition of 9 columns was used to produce the 

            ciphertext: WLOWA PELNH NHLEG YSOLD NDWNI TUIEE FHMDR IEBYT 
            CWEOH ARRUE


50 = 5*9 + 5


WELLIFICA


LLEDTHEWR


ONGNUMBER


WHYDIDYOU

ANSWERTHE

PHONE


Well if I called the wrong number why did you answer the phone

· Keyword columnar transposition
Encrypt the text using keyword 4 column columnar transposition with the key word YAEL: crypto and mathematics are friends
YAEL
CRYP

TOAN

DMAT

HEMA

TICS

AREF

RIEN

DSQJ


Letters Q and J were added to make the plaintext exactly a multiply of 4.

The second column will be first (corresponds to A), the third column will be

second, the forth will be third and the first one will be forth:

ciphertext: ROMEIRISYAAMCEEQPNTASFNJCTDHTARD

· Permutations and ciphers:
	x
	1
	2
	3
	4

	P(x)
	3
	1
	4
	2


Third letter goes to the 1 position, the first letter goes to the 2 position, the forth letter goes to the third position and the second letter goes to the forth position.
Encrypt: crypto and mathematics are friends

cryp toan dmat hema tics aref rien dsQW

YCPR ATNO MHAE CTSI EAFR ERNI QDWS

To decrypt we need to find an inverse function:

	x
	1
	2
	3
	4

	P-1(x)
	2
	4
	1
	3


 The second letter of the cipher text goes to the fist position, the forth letter to the second, the first to the third position and the third to the forth position:
· Polyalphabetic substitution:

Example: consider the following substitution for the odd letters 

            Plain:     a  b  c  d  e  f   g    h    i    j    k   l    m  n  o   p  q   r   s  t  u  v  w  x  y  z

            Cipher:  N A T U R L  B    C  D   E   F  G   H   I  J   K  M O P Q S  V W X Y Z

And the following substitution for the even letters

Plain:     a  b  c  d  e  f   g    h    i    j    k   l    m  n  o   p  q   r   s  t  u  v  w  x  y  z

Cipher:  N B H P Y A  C    I    Q  Z   T  D   J    S U  E   K V R F M W L G O X

