CSCI 391: Homework Solutions
1. With keyword CRYPTO, using columnar transposition, decipher the text: 
   EIQDDQXT OPDUN HICJET

Solution:

CRYPTO

ABDEFG

HIJKLM

NQSUVW

XZ

	plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	cipher
	C  
	A  
	H  
	N  
	X  
	R  
	B   
	I  
	Q  
	Z   
	Y  
	D   
	J   
	S  
	P  
	E   
	K  
	U  
	T   
	F  
	L   
	V   
	O  
	G  
	M  
	W


EIQDDQXT OPDUN HICJET

PHILLIES WOLRD CHAMPS

2. With keywords EAT YOUR PEAS, using mixed alphabets with words, decipher the text:
   VOGYXL AETHOGEMHK

	plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	cipher
	E  
	A  
	T  
	Y  
	O 
	U  
	R  
	P 
	S  
	B  
	C  
	D   
	F  
	G   
	H  
	I    
	J  
	K   
	L  
	M  
	N   
	Q  
	V   
	W  
	X   
	Z


VOGYXL AETHOGEMHK

WENDYS BACOENATOR

4. Decrypt the following using a three level Rail Cipher:

Ieioue alanntbsbl mrget

I              E            I           O           U         E

   A       L    A    N    N    T    B     S    B   L

        M           R          G            E          T 

 I AM LEARNING TO BE SUBTLE 

6. What is the difference between the irregular case and the regular case?

a . Regular- there are no random letters at the end

b . Irregular- there are random letters at the end

7. How do you get the column length for decryption?

Divide message length by the key length

8. Encrypt: Plaintext

I WISH I WAS CHEESE

Keyword: TIME

Solution 1:
TIME

4231

IWIS

HIWA

SCHE

ESEQ

SAEQ WICS IWHE IHSE
Solution 2:

Plain:

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	T   
	I  
	M  
	E   
	A  
	B  
	C  
	D  
	F  
	G  
	H   
	J   
	K  
	L  
	N 
	O  
	P  
	Q   
	R   
	S   
	U  
	V  
	W  
	X  
	Y  
	Z


Cipher:

I WISH I WAS CHEESE= F WFRD F WTR MDAARA

10. Encrypt the following plain text message using the cipher. 

     Cipher length = 6.  The random permutation key is:

|1 2 3 4 5 6|

|3 4 2 5 1 6|

plaintext: the dog jumped over the fence

Solution:
3rd letter goes to 1st position

4th letter goes to 2nd position

2nd letter goes to 3rd position

5th letter goes to 4th position

1st letter goes to 5th position

6th letter goes to 6th position

  ciphertext: oethdgemjupdteouphceefne
11. Decipher the following message.

      Cipher length = 3. The random permutation key is:

|1 2 3|

|2 3 1|

ciphertext: cdehiptermheseseag

Solution:

Permutation Function:

P(1)=2

P(2)=3

P(3)=1

2nd letter goes to 1st position

3rd letter goes to 2nd position

1st letter goes to 3rd position

To decipher we need to find the inverse function which is:

1 = P^(-1)(2)

2 = P^(-1)(3)

3 = P^(-1)(1)

1 2 3

2 3 1

2nd letter goes to 1st position

3rd letter goes to 2nd position

1st letter goes to 3rd position

ciphertext: cdehiptermheseseag

            plaintext:  decipher the message
12. Using WORLDCHAMPS as the key word.

    Encrypt the message

    NLDS is the next step. 

Solution 1:   Mixed alphabets with columnar transposition

PLAIN:

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	H
	S
	F
	Q
	E
	P
	G
	R
	D
	O
	Z
	I
	T
	B
	M
	X
	J
	U
	C
	N
	Y
	K
	V
	A
	L
	W


CIPHER:

Encrpyt:

BIQC DC NRE BEAN CNEX

Solution 2:
W O R L D C H A M P S

B  E F G I  J  K  N Q T U

V X Y Z

PLAIN-    A  B C D E F G H  I J  K  L M N O P Q R S T U V W X Y Z

CIPHER- W B V O E X R F Y  L G Z  D I  C J  H K A N  MQ P T S U

NLDS ---------IZOA

Solution 3:
PLAIN:   W O R L D C H  A M  P  S B  E  F G  I   J  K  N Q T U  V X Y Z

CIPHER: A  B C D E  F G H   I  J   K L M N O  P  Q R  S  T U V W X Y Z

Plain:    NLDS is the next step. 

Cipher:  SDEK…..

