CSCI 391 Practical Cryptology
Substitution and Transposition Ciphers Homework Questions
Answer all questions that are not from your team and send me your answers by e-mail to CSCI391@gmail.com by 11:00 AM Friday, Oct 1, 2010-09-27

Please, write YOUR NAME here_______________________________

1. With keyword CRYPTO, using columnar transposition, decipher the text: 
   EIQDDQXT OPDUN HICJET

2. With keywords EAT YOUR PEAS, using mixed alphabets with words, decipher the text:
   VOGYXL AETHOGEMHK

3. For columnar transposition, given the keyword BUBBLE BUBBA, what keyword would you actually use to decipher the text?

4. Decrypt the following using a three level Rail Cipher:

Ieioue alanntbsbl mrget
5. Encrypt the following using a 4 column columnar cipher:

Today is a good day to die

6. What is the difference between the irregular case and the regular case?

7. How do you get the column length for decryption?

8. Encrypt: Plaintext

I WISH I WAS CHEESE

Keyword: TIME

9. In a permutation cipher Alice and Bob must agree on what 2 things before encryption   and decryption?
10. Encrypt the following plain text message using the cipher. 
     Cipher length = 6.  The random permutation key is:

|1 2 3 4 5 6|

|3 4 2 5 1 6|

plaintext: the dog jumped over the fence

11. Decipher the following message.
      Cipher length = 3. The random permutation key is:

|1 2 3|

|2 3 1|

ciphertext: cdehiptermheseseag
