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Dear valued custamer of TrustedBank,

We have recieved notice that you have recently attempted to withdraw the
fallawing amaunt fram your checking account while in another country: $135.25

If this Information is nat correct, sameane Unknown may have access to your
account. As a safety measure, please visit our wehsite via the link below to verify
your personal information

http:/fwww trustedbank com/generalicustverifyinfo.asp

Once you have done this, our fraud department will wark to resolve this
discrepency. We are happy you have chasen us ta do business with

Thank you,
TrustedBank




Email above is an example of Phishing:

Below is an example of a phishing scam targeting Washington Mutual Bank customers. This phish claims that Washington Mutual Bank is adopting new security measures which require confirming ATM card details. As with other phishing scams, the victim is directed to visit a fraudulent site and any information entered on that site is sent to the attacker.
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From:  Washnoton MutvalBark.
Date:  Sunday, November 28, 2008 10:40 P
o

Subject:  Washigton Mutua Secity Alrt

Dear Customer

Sorry for disturbing you, but we have to check your ATM card
details

‘The management of our bank has made a decision to switch to
new transfers security methods.

because of frequent fraudulent operations. The new updated
technologies wil ensure the

security of your payments through our bank. As both software and.
hardware vill be updated.

some personal data will be lost inevitably. In order to restore all
information, necessary
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This eBay phishing email includes the eBay logo in an attempt to gain credibility. The email warns that a billing error may have been made on the account and urges the eBay member to login and verify the charges.
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Dear el customer,

Dising ov ey schecied acconnt msitenance and vercation procediacs, we |
e detectd gt e youa bl formtion,

T miht be de o i ofhe folowing reasons

1. A secentchange inyou personal nformation (i change of skdess).
2. Subming o formaon s the il i up process.

3. Anabity o accurtely verdy your selected opion of paymet e to 3 el
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