Computer Examination Process
I. The ACPO Good Practice Guide

The Association of Chief Police Officers (APCO) Crime Committee have produced a Good Practice Guide for Computer Based Evidence

II. The Principles of Computer-Based Evidence

· Principle 1:  No action taken by Police or their agents should change data held on a computer or other media which may subsequently be relied upon in Court
· Principle 2:  In exceptional circumstances where a person finds it necessary to access original data held on a target computer, that person must be competent to do so and to give evidence explaining the relevance and the implications of their actions.
· Principle 3:  An audit trail or other record of all processes applied to computer-based evidence should be created and preserved. Am independent third party should be able to examine those processes and achieve the same result.
· Principle 4:  The Officer in charge of the case is responsible for ensuring that the law and these principles are adhered to. This applies to the possession of, and access to, information contained in a computer. They must be satisfied that anyone accessing the computer, or any use of copying device, complies with these laws and principles.  
III. Computer Examination – Initial Steps

In the trek from the search and seizure of the machines through the process of their examination to the production of the evidential material at Court, it is apparent that we must bear a number of important matters in mind. Of these, the ACPO principles, outlined above, give us a good practice that we must apply to the process of examination. This results in following:
1. The integrity of the original data must be preserved: therefore we will have to use the non-intrusive examination techniques.

2. If the original data has to be examined, for whatever reason, the analyst must be competent to do so and to give evidence explaining their actions. Trained and qualified staff must be used
3. An audit trail is required and an independent party must be able to reproduce the same actions and get the same result. We must therefore keep a full log of all actions

The prime objective of the analyst is to recover and secure a true copy of the data stored on the medium. This should be done, wherever possible, without any alteration of the original data as a whole. 
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