Forensics MD5 Lab practice

PART I

1. There are three files attached to the e-mail that I sent to you, please save these file on the desktop of your computer.
2. Calculate MD5sum value for each file. To calculate MD5sum do the following:

a. Right click on the file

b. Choose Send To

c. Choose shortcut to md5sums

3. Document the value that you got for each file.

4. Based on the MD5sum values what could you say about the file content? Do you think it’s the same or different? Explain your answer.
5. Open these files, read the text and answer the question about the file content again.
6. Decrypt the message that was encrypted using Caesar Cipher in the file forensicsMD5PracticeEncrypted.doc and answer the question about the content again.
7. Explain the difference in the MD5sum values that you got for these files.

PART II

1. Use Microsoft Word to create a short file with the following text: Computer Forensics Incident Response Essentials. Name this file forensics.doc
2. Calculate the MD5sum for this file and save the value of MD5sum (on the paper or in another file, or just leave the result on the desktop.
3. Change the name of file forensics.doc  to be forensics1.doc 

4. Calculate the MD5sum value for the file forensics1.doc
5. Did you get the same value? Explain

6. Open the file forensics1.doc and use the Save As function to save this file as forensics2.doc
7. Calculate the MD5sum value for the file forensics2.doc
8. Did you get the same value? Explain

9. Document the value of MD5sum that you got for the file forensics2.doc
10. Delete the file forensics2.doc
11. Create a file with the same text as before and the name forensics2.doc
12. Calculate the MD5sum value for the file forensics2.doc
13. Did you get the same value as before? Explain

PART III

1. Create a new directory on the desktop , name it forensicsLab

2. Create three different Word files inside this directory, name the files f1, f2 and f3

3. Calculate the MD5sum of the directory forensicsLab. What is the result?

4. Create a new directory inside the directory forensicsLab, name it TEST
5. Calculate the MD5sum of the directory forensicsLab again. Did you get a different result? 

6. Create two Word files in the directory TEST, name them f1 and f2
7. Calculate the MD5sum of the directory forensicsLab again. Did you get a different result? 

