Forensics MD5 Lab Practice
Part I: 
1. Create a folder PracticeA on the desktop of your computer
2. INSIDE the directory, create THREE WORD files, with the names and contents of your choice.

3. Create a folder PracticeB on the desktop of your computer

4. INSIDE the directory, create FIVE WORD files, with the names and contents of your choice. Also find two JPEG files (picture files) of you choice and save these files in this folder, as well.

5. Currently, you have two folders and total three files in first folder and seven files in the second folder. This is will be your small imaginary computer.

6. Calculate the MD5 sum for all files in each folder. You can do it quickly by calculation the MD5 sum for the folder: right click on the name of the folder and SenTo md5sum will calculate the MD5 sums for ALL files in the folder

7. Document these results. It is a very important step. Make sure that this time you document all MD5 values.

Part II:

1. Exchange the computers with the student next to you and perform as many 
changes as you wish in these two folders that were created recently.  The changes could include usage of Invisible Secrets and hiding information inside the files, or changing the content of the files, could be deleting and renaming the files, as well. There are no specific requirements for this part. Any change is good. Any reasonable amount of changes will work. 

DOCUMENT ALL CHANGES THAT YOU MADE!!!!

2. Return to your computer

3. Try to find what changes were made by recalculating the MD5 sums again and compare to the documentation that you did before other student worked on your machine

4. Document all changes that you found and compare with the student next to you. 
5. Did you find all changes? Explain

Part III:
Question 1:

I sent you by e-mail the file forensics.doc. This file was collected as evidence on September 15, 2005. The MD5sum was calculated on that day and you got this number in my e-mail as well. Today, you would need to show the evidences in the Court and you would need to prove that the file was not change since September 15, 2005. Write detailed prove below:

Question 2:
The second file that I sent you by e-mail, secretData.doc is the file that contains some important information and the owner of the file calculated MD5sum a few weeks ago. The calculated MD5sum was also sent by e-mail. The owner of the file believes that his/her computer was compromised today in the morning and could be this file was changed. You would need to investigate this issue and to find out if the file was changed or not.

Write your results and explanation below:

