Introduction to Computer Forensics

Steganography Lab Assignment 
You are computer forensics specialist and you were called to the crime scene to examine the computer. 
You believe that the person who used the computer encrypted some data in the file

info.htm.isc. This file was encrypted by Invisible Secrets tool and you believe that the person used the password that is binary number that corresponds to 45. 
You believe also that as soon as you will be able to decrypt the info.htm.isc file you will be able to get very important information.
Lab Assignment:

1. I attached two files to the e-mail: info.htm.isc  and hidePic.jpg
2. First, save both files on desktop of your computer. Make sure that first file is saved with the full name including .isc 
3. Second, decrypt the file info.htm.isc using the password that is binary number that corresponds to 45.

4.  Read and follow instructions that are in the file info.htm (after decryption you will be able to open the file and read it).

5. The goal is to find a some very important information that was hidden
What to submit:

1. After you will find HTML file with the important information, you would need to encrypt this file and send the encrypted file to ykortsarts@mail.widener.edu. 
2. You also would need to send me the recovered password for each step.
For encryption of the file, you can use password of your choice, but you would need to encrypt the password using Shift Cipher with Multiply = 3 and Add = 7.  You would need to send me the encrypted password. Make sure that you are sending me the ENCRYPTED password.
You just need to send me one e-mail, the e-mail message would include the encrypted password and the recovered password for each step, and the attachment will include the encrypted file.
Also, IMPORTANT: Send the file with important information to YOURSELF!

GOOD LUCK!

