Forensics MD5 Lab Assignment
Monday, December 10, 2007

Question 1:
Suppose two files were collected as evidence on December 10, 2005. The MD5sum was calculated for each file on that day. Today, you would need to show the evidence in the court and you would need to prove that the files were not changed since December 10, 2005. What you will do in order to prove that the evidence was not change since the collection date? 
Answer:

Question 2:
You are the owner of the computer that contains important information. You collect and document the MD5 sums for the important files every Friday. You came to your office after the weekend on Monday and have a suspicion that your computer was compromised during the weekend and could be some of the important files were changed. 
How you would investigate this issue and how you will find the files that were changed? Would you be able to find what exactly was changed? Explain.
Answer:
Question 3: 
1. Use Microsoft Word to create a file with the following text: Introduction to Computer Forensics. Name this file LabAssign.doc. Calculate the MD5sum for this file and write the value of MD5sum here:
2. RENAME the file to be LabAssignNew.doc 

3. Calculate the MD5sum value for the new file. Write the number here:
4. Did you get the same value? Explain your answer.
5. Delete the file LabAssignNew.doc
6. Create a file with the same text as before and the same name LabAssignNew.doc
7. Calculate the MD5sum value again for the file LabAssignNew.doc Write the number here:
8. Did you get the same value as before? Explain

Question 4: 
1. Create a new folder on the desktop , name it MD5Lab

2. Create three different Word files inside this directory, name the files f1, f2 and f3

3. Calculate the MD5sum of the folder MD5Lab. What is the result? Write it here:
4. Make changes in the content of the files f1 and f3, rename the file f2, and create two additional Word files f4 and f5. 

5. Calculate the MD5sum of the folder MD5Lab again. What is the result? Write it here:

6. Compare the result of MD5sum for both cases and explain all differences. 

