Authenticate the Evidence and Cryptographic Integrity Services
It is difficult to show that evidence (any kind of evidence) that you’ve collected is the same as what was left behind by a criminal. In the digital world, we have an advantage in that we can show that evidence didn’t not change at all after we’ve collected it.  
The proof of integrity is provided by calculating a value that functions as a sort of electronic fingerprint for an individual file or even an entire floppy or hard drive. This is a cryptographic technique and the value is called hash value or cryptographic checksum, also known as a message digest or fingerprint, is basically a digital signature. The checksum is created by applying an algorithm to a file. The checksum for each file is unique to that file. Thus, a checksum is a perfect attribute to use when verifying file integrity. 
Two algorithms, MD5 and SHA (secure hash algorithm), are in common use today. 
A cryptographic hash algorithm is a one-way form of encryption, taking a variable-length input and providing a fixed length output. Such an algorithm is designed to be collision free, meaning that is functionally impossible to create a document that has the same checksum value as another document. The MD5 algorithm outputs a 128-bit hash value. The SHA algorithm, which is a U.S. federal standard, outputs a 160 – bit hash value.  

Hash functions are used by forensic examiners in two ways:

· First, hash functions can positively verify that a file has been altered.

· For pre-incident preparation, prepare a known-good copy of the system, create checksums for critical system files BEFORE the incident occurs. Then, in the event if the incident, create new checksums for the same critical files, and then compare two versions. If the checksums match, the files have not been modified. 
· Second use of the checksums or hash functions is to verify that files (or their copies) are intact and have not been changed. A computer crime investigator gathers digital evidence that needs to be preserved and verified in the future. When the examiner runs a MD5 algorithm and collects MD5 checksums against evidence files and save the checksums, her or she can demonstrate that the files were not manipulated between the time of their initial collection and the trial. Use MD5 sum to protect the integrity of the files you retrieve during the response. It is good to perform MD5 sum collection in the presence of witnesses – TWO-MAN integrity rule. 
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